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SMU Classification: Restricted

Rise of RTAS

RTAs currently in force (by year of entry into force), 1948 - 2021
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SMU Classification: Restricted

East Asia

Number per year

East Asia: Evolution of RTAs, 1948 - 2021
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SMU Classification: Restricted

E-commerce

Figure 1: Evolution of RTAs with e-commerce provisions Figure 2: Percentage of RTAs with e-commerce provisions
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SMU Classification: Restricted

Number of e-commerce provisions

Number of provisions on e-commerce
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Figure 3: Evolution of the number of e-commerce provisions in RTAs
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Average number of e-commerce provisions:

Figure 5: Evolution of the average number of e-commerce provisions by country
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Typology
of e-

commerce
provisions
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SMU Classification: Restricted

Figure 13: Provisions on definition of e-commerce

.. electronic transmission / transmitted electronically 28

-.. (using) electronic means

... delivered electronically

Definition of ...

... trade conducted by electronic means

Definitons

... electronic commerce 4

T T T
0 10 20 30
MNumber of RTAs

digital product means a computer progranume, text, video, image sound
recording or other product that 1s digitally encoded, prodljwed for commercial sale
or distnibution, and that can be transmitted electromically;™ 3

* The definition of digital product should not be understood to reflect a Party’s view on whether

trade in digital products through slectronic transmission should be categorised as trade i services
or trade in goods.
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Figure 25: Scope of e-commerce subject to the practice of no customs duties Figure 22: Types of provisions related to customs duties

Figure 23: Provisions on the practice of no customs duties

Mo customs duties on electronic

Digitals products |{delivered)| tiransmitteat
transmission/aigial products

([{by esectronic]] Tansmission) [{means)] | electronically]

Electronic transmissions between the parties. Defintion of digital products

Riaht to mpose inermal . or .
Feeoni ansmsions i e ... may not impose customs duties

Definition of carrier medium
Dediveries by electronic means

Products (by electronic means)
[deiivered eiectronicaty]

Digital products fixed on a carrier medium or
fransmitted elecironically

Digital products

Determination of customs value

RIgNt to a0just the practice of
no customs duties

Endeavourment fo resolve.
any dassification difference

Cocperation In the WTO

Definition of customs dulies

... shall not impose /apply customs duties

_.. shall maintain the practice of not
imposing customs duties

Digital products of the other party by
electronic ransmission

... agree that they cannot/shall not be
subject to customs duties

1‘0 \IS 2'0 2‘0 0

Himoer o Kras Humber of RTAS

... seek to refrain from deviating from the
practice of not imposing customs duties

The parties...

Article 14.3: Customs Duties

... confirm the practice of not
imposing customs duties

1. No Party shall mmpose customs duties on electronic fransmissions,
mcliding content transmitted electronically, between a person of one Party and a
person of another Party.

... agree not to impose customs duties
... will maintain the practice of not
imposing customs duties

... recognize the importance of maintaining
the practice of not imposing customs duties

2. For greater certainty, paragraph 1 shall not preclude a Party from imposing
mternal taxes, fees or other charges on content transmitted electronically,
provided that such taxes, fees or charges are imposed in a mamner consistent with 10 i5

this Agreement. Number of RTAs
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SMU Classification: Restricted

Non-discrimination

Figure 29: Types of provisions on non-discrimination of digital products

National treatment of digitial procucts Article 14.4: Non-Discriminatory Treatment of Digital Products

1. No Party shall accord less favourable treatment to digital products created.,
produced, published, contracted for, commissioned or first made available on
commercial terms in the territory of another Party, or to digital products of which
the author, performer, producer, developer or owner is a person of another Party,
than it accords to other like digital products.”

Exemption to non-discrimination obligation
Most-favoured-nation treatment of digitial products
Mo right given to non-party regarding non-discrimination

Cooperation in international fora
2. Paragraph 1 shall not apply to the extent of any inconsistency with the
rights and obligations in Chapter 18 (Intellectual Property).

Determination of the origin for national treatment

Endevourment to eliminate discriminatory measures

3. The Parties understand that this Article does not apply to subsidies or
Rights and obligations under Article 4 of . i . . .
TRIPS Agreement not affected grants provided by a Party, including government-supported loans, guarantees and
msurance.

Review of the article on non-discrimination

1 [ | | | | 4. This Article shall not apply to broadcasting.

0 5 10 15 20 25
Mumber of RTAs
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Barriers to

trade

i

SMU Classification: Restricted

Figure 27: Types of provisions related to trade barriers

Electronic commerce no mare restricted than
non-electronic trade

Preventing measures restricting trade in
electronic commerce|

Importance of avoiding unnecessary trade barriers

Mot impeding supply through electronic
means of services

Consultations regarding measures impacting
adversely e-commerce trade
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SMU Classification: Restricted

Requlatory framework

Figure 32: Types of provisions related to domestic regulatory framework

Adoption or maintainance of laws and regulations

Minimisation of regulatory burden

Transparent and predictable regulatory framework

Information (and experiences) exchange

Interoperability, innovation and competition

Taking into account the interest of all stakeholders

Cooperation

Consultations regarding policy development

Article 14.5: Domestic Electronic Transactions Framework

1. Each Party shall maintain a legal framework governing electronic transactions consistent with the principles of the
UNCITRAL Model Law on Electronic Commerce 1996 or the United Nations Convention on the Use of Electronic Communications
in International Contracts, done at New York November 23, 2005.

2. Each Party shall endeavour to:

(a) avoid any unnecessary regulatory burden on electronic transactions; and
(b) facilitate input by interested persons in the development of its legal framework for electronic transactions.

T T T
10 15
Mumber of RTAs
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ectronic authentication and signatures

Figure 36: Types of provisions related to electronic authentication

Definition of cerMcate / aunentication

Information and experlences exchangs

Working towards mutual recognition of
digial cerificates

Cooperaion

1o adoption of measwres preventing from

proving autnenticasion's comgilance

AZORHON Cf MESEUIES perTng 1o

determinate acproprate

autheriication technalogles

Acopiion of measures permiting to prove
o authen o5

ication's comy

Intercperabllity of dighal cerficates

Mo adoption of measures cronititing to
determinate aproprate
autnentication t=annologles.

Adopiion of measures not liming
recognkion of technologles

Possloilty to require perfomance
‘Stanaarss or be certited

Use of dightal cerifficates.

No agoption of measures denying legal
ViR sacl baee o SIeoATi o

Cooperation between acoreditaton and
digeal ceiMeation sutnorties

Provisions not appiying If esectronic
trangaction nat permitied
hia adaption of measures preventing from
‘choosing court or tounal

Provision of authentication service by
Iegaly estanllshed proviers.

Article 14.6: Electronic Authentication and Electronic Signatures

1. Except in circumstances otherwise provided for under its law, a Party shall
not deny the legal validity of a signature solely on the basis that the signature is in
electronic form.

2. No Party shall adopt or maintain measures for electronic authentication
that would:

(a) prohibit parties to an electronic transaction from mutually
determining the appropriate authentication methods for that
transaction; or

(b)  prevent parties to an electronic transaction from having the
opportunity to establish before judicial or administrative authorities
that their transaction complies with any legal requirements with
respect to authentication.

3. Notwithstanding paragraph 2, a Party may require that, for a particular
category of transactions, the method of authentication meets certain performance
standards or is certified by an authority accredited in accordance with its law.

4. The Parties shall encourage the use of interoperable electronic
authentication.

Number of Agreements

Number of Trade Agreements that have at least one provision containing =
"Electronic authentication and signatures"

006 2009 2010 2011 2013 2014 2015 2016 2020 2021 2022
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Paperless
trading

Figure 46: Types of provisions related to paperless trading

Making trade administration documents
available in electronic form

Legal equivalence of electronic trade
administration documents

Definition of trade administration documents

Number of Trade Agreements that have at least one provision containing =
"Paperless trading”

Information (and experiences) exchange
Cooperation

Coaperation in international fora
Taking into account international standards

»

Implementation of paperless trading/
e-government initiatives

Cooperation between private entities

Taking into account international standards

Establishment of joint committee on
paperless trading

Number of Agreements

Applicability of customs administration chapter

Review of realisation of paperiess trading

T T 0
20 25 2001 2002 2003 2005 2006 2007 2008 2009 2010 2011 2013 2014 2015 2016 2018 2019 2020 2021 2022

T T
10 15
Number of RTAs

Article 14.9: Paperless Trading
Each Party shall endeavour to:

(a) make trade administration documents available to the public in
electronic form; and

(b)  accept trade administration documents submitted electronically as
the legal equivalent of the paper version of those documents.




Technological neutrality

Figure 34: Types of provisions on technological neutrality

Number of Trade Agreements that have at least one provision containing =
Technological neutrality Recognition of technological

. neutrality principle

. Adoption of measures based on
technological neutrality principle

Mo adoption of measures denying legal
effect solely based on electronic form

Mo adoption of measures discriminating
between different forms of technology

Number of Agreements
w

Measures not discriminating services
1 transmitted electronically
against by other means

o Nothing preventing from making
2009 2015 2016 2021 exceptions in domestic laws

MNumber of RTAs
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Figure 40: Types of provisions related to cross-border transfer of information

‘Cooperation

Number of Trade Agreements that have at least one provision containing =

"Cross-Border Transfer of Information”
Authorisation of cross-border
transfer of information 80

Exception to authorisation of
cross-border transfer of
information

a

Requirements on cross-border
transfer of information

Number of Agreements
N

Unnecessary barrier to cross-border
transfer of information

Importance of information free flow

I T T T T )
10 15 20 & & &
Number of RTAs Moy

Cross-
Border Means

Article 14.11: Cross-Border Transfer of Information by Electronic

1. The Parties recognise that each Party may have its own regulatory requirements concerning the transfer of
information by electronic means.

2. Each Party shall allow the cross-border transfer of information by electronic means, including personal information,

= when this activity is for the conduct of the business of a covered person.
I n fo r I I I at I O n 3. Nothing in this Article shall prevent a Party from adopting or maintaining measures inconsistent with paragraph 2 to

achieve a legitimate public policy objective, provided that the measure:

(a) is not applied in a manner which would constitute a means of arbitrary or unjustifiable discrimination or a
disguised restriction on trade; and

(b) does not impose restrictions on transfers of information greater than are required to achieve the objective.

CAREC
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SMU Classification: Restricted

Location of Computing Facilities

Number of Trade Agreements that have at least one provision containing =

‘Location Computing Facilities” Article 14.13: Location of Computing Facilities

- 1. The Parties recognise that each Party may have its own regulatory
requirements regarding the use of computing facilities, including requirements
that seek to ensure the security and confidentiality of communications.

Number of Agreements

2. No Party shall require a covered person to use or locate computing
facilities in that Party’s territory as a condition for conducting business in that
territory.
Figure 48: Types of provisions related to use and location of computing facilities
3. Nothing in this Article shall prevent a Party from adopting or maintaining
Prtgon ot eyt n s i measures inconsistent with paragraph 2 to achieve a legitimate public policy

objective, provided that the measure:

Exception to prohibition of requirement on use or
location of computing facilities

(a) is not applied in a manner which would constitute a means of
arbitrary or unjustifiable discrimination or a disguised restriction
on trade; and

Possibility of performance reguirements 1

Definition of computing facilities 1

(b) does not impose restrictions on the use or location of computing
; facilities greater than are required to achieve the objective.

1
Number of RTAs
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SMU Classification: Restricted

Article 14.17: Source Code

1. No Party shall require the transfer of, or access to, source code of software owned by a person of another Party, as a
condition for the import, distribution, sale or use of such software, or of products containing such software, in its
territory.

2. For the purposes of this Article, software subject to paragraph 1 is limited to mass-market software or products
containing such software and does not include software used for critical infrastructure.

3. Nothing in this Article shall preclude:

(a) the inclusion or implementation of terms and conditions related to the provision of source code in commercially
negotiated contracts; or

(b) a Party from requiring the modification of source code of software necessary for that software to comply with laws
or regulations which are not inconsistent with this Agreement.

4. This Article shall not be construed to affect requirements that relate to patent applications or granted patents,
including any orders made by a judicial authority in relation to patent disputes, subject to safeguards against
unauthorised disclosure under the law or practice of a Party.

Regional Workshop
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Online Consumer Protection

Figure 38: Types of provisions related to consumer protection
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Number of Agreements

30
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Number of Trade Agreements that have at least one provision containing
"Online Consumer Protection”

2001 2003 2004 2005 2006 2009 2011 2012 2015 2018 2020 2021

on CAREC Trade and Investment Facilitation (CARTIF)

2022

Article 14.7: Online Consumer Protection

1. The Parties recognise the importance of adopting and maintaining transparent and effective measures to protect
consumers from fraudulent and deceptive commercial activities as referred to in Article 16, 6.2 (Consumer Protection)
when they engage in electronic commerce.

2. Each Party shall adopt or maintain consumer protection laws to proscribe fraudulent and deceptive commercial
activities that cause harm or potential harm to consumers engaged in online commercial activities.

3. The Parties recognise the importance of cooperation between their respective national consumer protection agencies
or other relevant bodies on activities related to cross-border electronic commerce in order to enhance consumer welfare.
To this end, the Parties affirm that the cooperation sought under Article 16. 6.5 and Article 16. 6.6 (Consumer Protection)
includes cooperation with respect to online commercial activities.




Personal Information
Protection

2. To this end. each Party shall adopt or maintain a legal framework that
provides for the protection of the personal information of the users of electronic
commerce. In the development of its legal framework for the protection of
personal information, each Party should take info account principles and
guidelines of relevant international bodies.’

3. Each Party shall endeavour to adopt non-discriminatory practices in
protecting users of electronic commerce from personal information protection

violations occurring within its jurisdiction.

4. Each Party should publish information on the personal information
protections it provides to users of electronic commerce, including how:

(a) individuals can pursue remedies; and
(b)  business can comply with any legal requirements.
5. Recognising that the Parties may take different legal approaches to

protecting personal information, each Party should encourage the development of
mechanisms to promote compatibility between these different regimes. These

Regional Workshop

Figure 42: Types of provisions related to personal information protection

Adoption of personal data protection measures

Information (and experiences) exchange

Taking into account intermnational standards.
in developing standards/measures

Definition of personal information/data

Importance of protecting personal data

Compatibility of e-commerce development with
international standards of data protection

Cooperation

Cooperation with authorities in case of
leaked personal data

Provision on personal data protection not
not applying before enacting domestic laws
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Unsolicited
commercial
electronic messages

Figure 44: Types of provisions related to unsolicited commercial electronic messages

14.14: Unsolicited Commercial Electronic M

y shall adopt or maintain measures regarding unsolicited commercial electr

Number of Trade Agreements that have at least one provision containing =
"Unsolicited commercial electronic messages”

Cooperation " 30
-e suppliers of unsolicited commercial electronic messages to facilitate the ¢
Adoption of measures B reception of those messages;
20 re the consent, as specified according to the laws and regulations of each P:

Information (and experiences) exchange . R
zial electronic messages; or

wise provide for the minimisation of unsolicited commercial electronic mess

15

Information (and experiences) exchange 10

Number of Agreements

¢ shall provide recourse against suppliers of unsolicited commercial electror

Cooperation in international fora

asures adopted or maintained pursuant to paragraph 1.

Definition 2001 2003 2006 2009 2013 2014 2015 2016 2018 2019 2020 2021 2022 15 shall endeavourtocooperatein appropriatecasesofmutualconcern reg:

:ommercial electronic messages.

5
Mumber of RTAs
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Article 14.15: Cooperation

Recognising the global nature of electronic commerce, the Parties shall endeavour to:

(a) work together to assist SMEs to overcome obstacles to its use;
(b) exchange information and share experiences on regulations, policies, enforcement and compliance regarding
electronic commerce, including:
(i) personal information protection;
(ii) online consumer protection, including means for consumer redress and building consumer confidence;
(iii) unsolicited commercial electronic messages;

.
‘ O O e rat I O n (iv) security in electronic communications;
(v) authentication; and

(vi) e-government;
(c) exchange information and share views on consumer access to products and services offered online among the
Parties;
(d) participate actively in regional and multilateral fora to promote the development of electronic commerce; and
(e) encourage development by the private sector of methods of self-regulation that foster electronic commerce,
including codes of conduct, model contracts, guidelines and enforcement mechanisms.

Figure 56: Forms of e-commerce cooperation Figure 55: Areas of e-commerce cooperation

) E-commerce promotion
Information exchange

Regulatory framework

Experience exchange Consumer protection

o Electronic signaturefauthentication
Training
Paperless trading/E-government

Research Personal data protection

Private sector/SMEs participation

Best practices sharing )
Cyber-security

Joint projects Consumer confidence

Intellectual property

Business exchanges ) .
g Cross-border information transfer

Unsolicited commercial
electronic messages

Other areas

Liability of intermediary
service providers

Communication activities

Technical assistance
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I Cybersecurity

Number of Trade Agreements that have at least one provision containing =

"Cybersecurity"
12.5
Article 14.16: Cooperation on Cybersecurity Matters
10
2 The Parties recognise the importance of:
£
g 75 o o . . .- :
;, (a) building the capabilities of their national entities responsible for
% computer security incident response; and
z 5
E (b)  using existing collaboration mechanisms to cooperate to identify
S and mitigate malicious intrusions or dissemination of malicious
code that affect the electronic networks of the Parties.
0
2006 2012 2018 2019 2020 2021 2022
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Figure 17: Scope of general exceptions provisions to e-commerce
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Dispute settlement

Figure 18: Dispute settlement coverage of e-commerce provisions in RTAs

Article 14.18: Dispute Settlement

1. With respect to existing measures, Malaysia shall not be subject to dispute
settlement under Chapter 28 (Dispute Settlement) regarding its obligations under
Article 14.4 (Non-Discriminatory Treatment of Digital Products) and Article
14.11 (Cross-Border Transfer of Information by Electronic Means) for a period of
two years after the date of entry into force of this Agreement for Malaysia.

2. With respect to existing measures, Viet Nam shall not be subject to dispute
settlement under Chapter 28 (Dispute Settlement) regarding its obligations under
Article 14.4 (Non-Discriminatory Treatment of Digital Products), Article 14.11
(Cross-Border Transfer of Information by Electronic Means) and Article 14.13
(Location of Computing Facilities) for a period of two years after the date of entry
into force of this Agreement for Viet Nam.

_ E-commerce provisions covered by dispute settlement
I E-commerce provisions excluded from dispute settiement
_ Some e-commerce provisions covered, others excluded from dispute seftlement

CAREC

P r—




	Slide 1: Session 7: CARTIF Priority Chapters – Digital Trade/E-commerce    Henry Gao Professor of Law Singapore Management University 
	Slide 2: Rise of RTAs
	Slide 3: East Asia
	Slide 4: E-commerce 
	Slide 5: Number of e-commerce provisions
	Slide 6: Typology of e-commerce provisions
	Slide 7: Definitons 
	Slide 8: ﻿Customs duties
	Slide 9: ﻿Non-discrimination
	Slide 10: ﻿Barriers to trade
	Slide 11: ﻿Regulatory framework
	Slide 12: ﻿Electronic authentication and signatures
	Slide 13: Paperless trading 
	Slide 14: ﻿Technological neutrality
	Slide 15: Cross-Border Transfer of Information
	Slide 16: ﻿Location of Computing Facilities
	Slide 17
	Slide 18: Online Consumer Protection
	Slide 19: ﻿Personal Information Protection
	Slide 20: ﻿Unsolicited commercial electronic messages
	Slide 21: ﻿Cooperation
	Slide 22: Cybersecurity
	Slide 23: Exceptions 
	Slide 24: ﻿Dispute settlement

